
Automatic Backups

Use a server that automatically creates
backups of your website. But also make a
backup of your site and store it offline.

Never click on a link if you don’t
know the source

This is the number one cause for getting
hacked, whether it be email or website
links.

Always use 2FA

Use two-factor authentication for
anything that is stored in the cloud (on
the internet). This includes your website
login.

Update your configuration salts

Configure your authentication keys for
WordPress in wp-config.php

Change your username

Do not use “admin” as your username.
Make it unique.

Update frequently

Update all your website software
regularly, including the core CMS such as
WordPress, themes, and plugins.

Use a security plugin

Use a security plugin such as
WordFence, Sucuri, iThemes Security or
SiteGround Security. Run a daily scan.

Create a custom login URL

Change your WordPress dashboard login
URL from /wp-admin to /your-own-url. That
way bots and hackers can’t find your login
page so easily.



Update file permissions

Check the settings on your FTP
directories to ensure no one can write to
sensitive folders or files

Use antivirus software

Invest in good cybersecurity technology.
Choose a top performing antivirus
program from
https://webstoresltd.com/antivirus

Strong passwords

Force the use of strong passwords of at
least 16 characters and and use 2-factor
authentication whenever possible.

Use a password manager

Remember your passwords with a
password manager application like
KeePass.

Create a security plan

Have a security plan in place. Include an
inventory of all the software, plugins,
themes, etc. that you use to run your
business.

Keep your SSL up to date

Install a valid SSL certificate on your site

Avoid nulled plugins

Do not use nulled plugins or themes on a
production site. These often contain
backdoors to let hackers in.

Beware of Phishing

Be aware of phishing and social
engineering techniques, and never click
on a link from an unknown or untrusted
source.

Secure backups

Backup your data by copying all your
files to an external hard drive that is kept
disconnected from your computer when
not in use. I recommend a locking drive. 

https://webstoresltd.com/antivirus


Use hosted payments for
ecommerce

With a hosted checkout, sensitive
payment data is entered directly into
your secure payment provider’s system
via a secure, encrypted SSL. The data
never touches your store’s servers.

Don't connect your POS to your
online store

Consider keeping things internal and
secure for your POS and reconcile your
online orders at the end of each day. This
is an extra step, but it is better for
security purposes.

If you get ransomware...

Check and see if there is a free decryptor
tool by visiting
https://webstoresltd.com/decrypt. Do NOT
pay the ransom.

Google 'You've been hacked'
notice

File a “Reconsideration Request” with
Google after you are sure your site is
clean.

CyberInsurance

Consider buying cyberinsurance. Your
general liability policy doesn't cover
cyber attacks.

Be careful on public WIFI

When you're working from a coffee shop
or other public place, make sure to only
log into sites that have SSL.

Use a VPN

Always use a VPN (virtual private
network) whenever you are on someone
else’s WIFI.

Educate users and employees

Train your end users, employees and
remote contract workers on malspam and
creating strong passwords.

https://webstoresltd.com/decrypt


Clean up your website

Any plugins and themes that aren’t
up- to-date can act as potential
backdoors, even when disabled. Review
the plugins you’re using regularly and
remove those you’re not actively using.

Lock down your smart devices

Hacking the internet of things: cars, home
security, cameras, medical devices, smart
TVs, toys, etc. may cause serious issues.

Be wary of 'Deepfakes'

With the use of artificial intelligence (AI),
an image or video of a person is taken to
display an activity that in reality didn't
happen. This is known as a deepfake. 

Utilize IP Blocking

Implement intelligent network blocking to
prevent traffic from specific locations.

Set up a firewall

Configure a firewall to your website to
prevent brute force attacks and block
fake crawlers.

Delete comment spam

Remove spam comments on a daily basis
and install a plugin to limit these types of
comments on your sites. Better yet,
disallow comments except for product
reviews.

Stay up to date with privacy
laws

Consumers are demanding better
protectiin over their personally
identifiable information (pii) and laws are
changing constantly. 
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